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Professional Summary
Expertized in Network Engineer specializing in enterprise and data center networking, with skilled in routing, switching, firewalls, SD-WAN, Cisco DNA Center and ACI including the Design, Deployment, and providing network support, installation, and analysis. Led successful deployments and optimizations of Viptela and Versa SD-WAN solutions across global branches, integrating intelligent traffic steering, dynamic path selection, and application-aware routing for enhanced performance and reliability. Deployed Palo Alto NGFWs for migration and configuration, along with setting up advanced security policies, NAT, VPN, and threat prevention; enforcing NAC policies through Cisco ISE (802.1X, dynamic VLANs, device profiling) and implementing Cisco DNAC for centralized policy management, SD-Access, and Trust Sec.
· Managed Cisco ACI Multi-Site and Multi-Pod architectures enabling disaster recovery, stretched fabrics, and policy consistency across geographically distributed data centers.
· Cloud networking is configured smoothly across various platforms such as AWS (Transit Gateway, Direct Connect), Microsoft Azure (Traffic Manager, Load Balancer), VMware (vSphere, NSX), and Zscaler (ZIA, ZPA) for secure and efficient connectivity to the cloud and hybrid environments.
· Managed load balancers in the enterprise space with F5 LTM/GTM, Citrix NetScaler, and A10 Networks, implementing global traffic distribution, SSL termination, and advanced health monitoring, to ensure availability.
· Deployed Cisco Meraki, Aruba, and Juniper MIST wireless solutions in high-density environments, ensuring RF optimization, VLAN segmentation, and 802.1X authentication.
· Conducted predictive wireless site surveys using Ekahau to design and optimize coverage and leveraged Wireshark, SolarWinds, Splunk monitoring tools to analyze traffic, monitor network health, and troubleshoot performance issues. 
· Worked on Cisco CUCM based VoIP environments, configuring SIP call routing, dial plans, SRST, and QoS policies to ensure low-latency, high-availability voice services.
· Developed Ansible playbooks and Terraform modules to automate provisioning of network devices, configuration management, and compliance enforcement, which further reduced any human intervention in deployment times.
· Integrations and fine-tuning were performed with Citrix NetScaler ADC and F5 BIG-IP iRules for GSLB, traffic steering, and SSL/TLS offloading, guaranteeing high availability and seamless application delivery.  
· Implemented and optimized DMVPN, IPsec, and SSL VPNs, applying IKEv2/IPsec with AES-256 encryption on Palo Alto, Juniper SRX, and Cisco ASA firewall for secure remote access. 
· Optimized CDN performance using Cloudflare and Akamai by tuning caching policies, edge rules, TLS configurations, and WAF controls to reduce latency and improve content availability.
· Deployed NGINX and HA Proxy reverse proxies with WAF (Web Application Firewall) integration, enabling SSL offloading, Layer 7 traffic inspection, rate limiting, and application security hardening for enterprise workloads. 
· Managed enterprise WLAN deployments, including controller-based architectures, AP placement, RF tuning, channel and power optimization, and roaming performance across campus and branch networks.
Certifications
· Cisco Certified Network Professional, CCNP.
· Cisco Certified Network Associate, CCNA.
· Palo Alto Certified Network Security Engineer, PCNSE.
Education
Masters In Computer Sciences                                                                                                                                         
Wright State University, Ohio	 
Bachelors in Computer Sciences                                                                                                                                       	 
Dr. MGR University, India 
Technical Skills: 
	Routers
	Catalyst 8300 and 8200 Series Edge Platforms, ASR 9000 Series (9006, 9010,920), Juniper MX960, Arista 7800R Series, Cisco ISR 4000 Series, IR 809 and IR 1101.

	Switches
	Cisco Catalyst Series (9400, 9300, 9200, 8500, 8300, 8200), Cisco Nexus Series 7k,9k, Cisco Meraki Series (MS390, MS250-48P), Arista 7000 Series (Cloud-grade switches).

	Wireless
	Cisco WLC, 802.11 a/b/g/n/ac/ax, 802.1X, EAP/PEAP, Aruba ClearPass, Ekahau, Cisco ISE, Air Magnet, AirWatch (VMware Workspace ONE), Aruba Central, Cisco DNA Spaces.

	Protocols
	OSPF, EIGRP, BGP, VLANs, VTP, PAGP, LACP, MPLS, HSRP, VRRP, GLBP, TACACS+, RADIUS, AAA, SNMP, VPC, VDC, MLAG.

	Firewalls
	Palo Alto Networks (PA-2K, PA-3K, PA-5K, PA-7K Series), Cisco (Firepower, ASA 5500 Series), Fortinet (FortiGate 6000 Series), Symantec Blue Coat (Proxy SG), Check Point Firewalls.

	Load Balancers
	F5 Networks (BIG-IP LTM, BIG-IP GTM), Citrix NetScaler ADC, Cisco (CSM, ACE), A10 Networks ADC, Azure Load Balancer (Cloud-native).

	Security Protocols
	IKE, IPSEC, SSL-VPN, ACL, NAT, PAT, URL Filtering, SSL Forward Proxy, VPN, Port-Security, SSH, AAA, Ingress & Egress Firewalls, Load Balancing, IDS/IPS, SNMP Trap

	WAN Technologies
	 SD-WAN, PPP, OC3, SONET, L2VPN, L3VPN, VPLS.

	Cloud Technologies
	AWS (Transit Gateway, Direct Connect, Network Load Balancer), Microsoft Azure (Traffic Manager, DDoS Protection, Load Balancer), Zscaler (ZIA, ZPA), VMware (vSphere, NSX, ESX), Citrix ADC, Cisco ACI, and Cisco Nexus Cloud.

	Management Tools
	Wireshark, Splunk, SolarWinds (NPM, NCM, SAM), Cisco DNA Center, NetScout, Thousand Eyes, Nagios, Zabbix, Infoblox, Splunk, Logic Monitor, Grafana, Prometheus, PRTG.


Professional Experience
Role: Network Engineer 	 Oct 2024 - Present 
Client: Lowe's Companies Inc, Austin, TX. 
Project Description: Led the successful deployment of Viptela SD-WAN solutions across 20 branch offices, optimizing network performance and reducing WAN costs by 30%. Designed and configured Virtual Device Contexts (VDC) and Virtual Port Channels (VPC) for scalable and flexible network segmentation.
Responsibilities:
· Deployed Cisco Viptela SD-WAN across 20+ retail branches with MPLS and DIA under centralized vManage control, applying OMP routing, SLA-based path selection, and application-aware policies to stabilize POS.
· Maintained Viptela control and data policies with TLOC extensions, QoS classification, and brownout detection to preserve transactional and voice traffic while enabling secure local internet breakout aligned with SASE access models.
· Implemented Cisco DNA Center DNAC to manage campus policy changes and fabric visibility, coordinating SD-Access segmentation and controlled access enforcement without disrupting live retail operations.
· Led various projects to deploy Cisco ACI fabric with Spine-Leaf architecture for enabling application rollout 3x times faster and reduce configuration errors by 60%, consequently enhancing scalability and reliability.
· Implemented advanced Cisco ACI policies using VXLAN, VTEPs, VNIDs, and EVPN to automate networks better and to maintain integration across enterprise environments. 
· Implemented Versa SD-WAN across sites, integrating MPLS, broadband, and cloud connectivity, achieving 2x faster application response times, uptime by 30%, and overall network reliability.
· Deployed and maintained Cisco Catalyst 9300/9400 campus switches and Nexus 9K (NX-OS) data-center switches, configuring VLAN segmentation, SVIs, HSRP, vPC, and access-control policies to support HA connectivity.
· Deployed Cisco Meraki MX and MS platforms for rapid retail site turn-ups, using cloud-based zero-touch provisioning, dashboard-driven telemetry to maintain visibility and operational consistency across distributed locations.
· Extended secure access using Palo Alto Global Protect integrated with enterprise identity services, validating split-tunnel behavior and authentication flows to align remote access with Zero Trust Network Access (ZTNA) requirements.
· Extended perimeter enforcement using Palo Alto Prisma Access alongside Strata firewalls, maintaining consistent security posture for store-to-cloud and remote-access traffic without data-center back haul.
· Maintained Check Point R82.10 firewalls within hybrid environments, managing rule-base sequencing, NAT logic, and threat-prevention profiles during policy lifecycle changes without impacting production traffic.
· Implemented and tuned FortiGate NGFW clusters 100F–1500D range across data-center and branch environments, enforcing application-aware security, SSL-inspection, threat-prevention policies for 4K+ users.
· Maintained legacy ASA and Cisco Firepower firewalls in legacy segments, controlling ACLs, object NAT, and stateful inspection during phased migration to next-generation security platforms.
· Integrated Zscaler Internet Access ZIA with SD-WAN service-chaining, steering SaaS and web traffic through cloud-delivered inspection aligned with SASE architecture and identity-based access enforcement.
· Deployed Zscaler Private Access ZPA to replace traditional VPN architecture, providing zero-trust remote access to internal apps with App Connector and ZEN node integrations. 
· Integrated Zscaler with Azure AD and Okta for SAML authentication and user group mapping, enabling seamless SSO and dynamic policy enforcement.
· Deployed F5 BIG-IP LTM for retail application delivery, configuring virtual servers, health monitors, persistence profiles, and SSL offload to maintain availability during seasonal traffic surges. 
· Implemented F5 GTM using DNS-based load balancing to distribute traffic across regional data centers, improving resiliency during site-level outages and maintenance events.
· Applied A10 Thunder ADC configurations with integrated DDoS mitigation, protecting public-facing retail applications from volumetric and protocol-based attacks without false-positive service disruption.
· Built AWS VPC networking with structured CIDR allocation, public and private subnets, route tables, IGW and NAT gateways to enable secure SD-WAN connectivity to EC2 hosted retail applications.
· Enhanced fault-tolerant AWS architectures using network security groups and IAM rule boundaries, leveraging services like VPC, EC2, S3, RDS, Route 53, and CloudFormation to design and deploy robust cloud solutions.
· Configured GCP VPC networking with custom CIDR planning, regional subnets, route definitions, and granular firewall policies to securely support analytics and reporting workloads accessed from distributed retail locations.
· Led L2/L3 migration efforts from legacy VLAN-based networks to an VMware NSX-T backed overlay, ensuring smooth cutovers with minimal downtime through pre-change validation and rollback planning.
· Implemented and managed Arista Cloud Vision Portal CVP for centralized network management, enabling network-wide visibility, configuration automation, and streamlined operations across multiple devices. 
· Implemented Cisco ISE using Fore scout NAC, integrating 802.1X authentication, RADIUS based authorization, posture assessment, and dynamic VLAN assignment to enforce role-based access across enterprise networks.
· Implemented Aruba ClearPass using 802.1X authentication and role-based enforcement to apply NAC policies across corporate, guest, and IoT devices without disrupting store operations.
· Enhanced dependability and decreased errors across multi-site installations by automating DNS/DHCP provisioning using Infoblox DDI, implementing high availability, monitoring services, and ensuring compliance.
· Implemented Python, Ansible and Terraform based automation to handle device provisioning, configuration rollouts, and compliance checks across multi-vendor network environments reducing manual effort and configuration drift.
· Developed Terraform modules to automate provisioning of network infrastructure (VPCs, subnets, firewalls, routing policies), ensuring deployments were secure, compliant, and scalable.
· Akamai and Citrix Net Scaler Web Application Firewall and Bot Manager were put into place to improve defense against automated threats and OWASP vulnerabilities. 
· Configured BGP peering at data-center and cloud edges with upstream ISPs and cloud gateways, applying route-maps, and path-selection controls to ensure predictable ingress and egress traffic for retail applications.
· Configure and optimize OSPF and EIGRP routing mechanisms for efficient route propagation, loop prevention, and fast convergence within enterprise networks.
· Utilized Solarwinds for deep packet inspection and path visualization to isolate latency, jitter, and packet-loss incidents in distributed networks and centralized log correlation via Splunk to validate traffic behavior.
· Implemented ITIL aligned incident and problem management workflows to reduce recurring network and security incidents, correlating alerts from monitoring tools with root cause analysis instead of treating symptoms.

Role: Network Engineer 	                                                                                                              Jan 2024 - Sep 2024
Client: AT&T Inc, Plano, TX.
Responsibilities:
· Deployed Palo Alto firewalls within telecom network segments, enforcing zone-based policies, App-ID classification, and threat-prevention profiles to control north-south traffic across backbone and service-facing environments.
· Deployed Juniper SRX firewalls with security zones, policy-based filtering, and stateful inspection to protect internal service platforms while maintaining predictable traffic behavior under high-throughput conditions.
· Configured and tuned QoS policies on Juniper MX Series routers within the core and aggregation layers, applying class-based queuing, policing to protect voice and video traffic and meet latency and jitter SLAs for telecom services. 
· Led the integration of Cisco Meraki infrastructure with Cisco Umbrella, enforcing cloud-based DNS security and content filtering policies that reduced malicious traffic and improved policy compliance across all sites.
· Implemented AnyConnect SSL VPN and site-to-site IPsec tunnels integrated with RADIUS and TACACS+ authentication, including ACLs, IDS/IPS to enforce split-tunnel policies and encrypted access for internal and partner connectivity.
· Optimized IPsec VPN overlays and BGP routing across enterprise to 40+ branch environments, improving path stability and failover behavior within carrier-managed WAN services.
· Maintained backward compatibility for 802.11a/b/g/n/ac clients while balancing legacy support with modern throughput and roaming requirements. 
· Delivered Wi-Fi 6/6E and Wi-Fi 7 capacity using Ekahau Pro and Sidekick, correlating predictive RF models with active survey and cell overlap for stable roaming and voice performance in high-density environments.
· Applied wireless security controls using WPA2/WPA3 Enterprise, certificate-based authentication, and dynamic VLAN assignment to protect enterprise and operational wireless environments.
· Implemented advanced wireless features including fast roaming 802.11r, band steering, and airtime fairness to maintain seamless voice and video sessions across access point boundaries.
· Deployed Cisco CUCM call-processing environments, configuring dial plans, route patterns, SIP trunks, and QoS marking to ensure reliable voice and VoIP service delivery across enterprise and telecom networks.
· Implemented wireless QoS using WMM profiles, mapping DSCP-marked voice and video traffic to appropriate access categories while enforcing admission control to prevent airtime saturation during peak store operations.
· Conducted post-deployment RF performance assessments using spectrum analyzers and drive-test data to fine-tune parameters and eliminate dead zones.
· Implementing Silver Peak’s WAN hardening features to secure traffic and protect against threats, ensuring robust and reliable connectivity for enterprise applications.
· Integrating Cisco SD-WAN with IOS XE 17.x, optimizing WAN connectivity, reducing costs, and enhancing application performance across multiple branch locations. 
· Configured Cisco Prime Infrastructure to baseline device configurations, validate compliance against templates, track image versions, and analyze RF KPIs such as SNR, channel utilization to maintain stability across large-scale networks.
· Deployed ONTs across access networks for FTTH/FTTP customers, ensuring stable optical connectivity and reducing last-mile service outages through proper provisioning and signal-level validation.
· Implemented SONET ring configurations (UPS/BI-DIR/MS-BI-DIR) to improve network survivability, enabling automatic path switching and minimizing downtime during fiber cuts or node failures.
· Applied CF Engine policy constructs to validate configuration consistency on supporting Linux systems tied to network operations, reducing drift and improving audit readiness in controlled environments.
· Implemented F5 BIG-IP ASM to secure internal and partner-facing internal platforms, enforcing WAF policies against OWASP threats, volumetric attacks, and protocol abuse without impacting service availability.
· Configured A10 Thunder ADC platforms for Layer 4–7 load balancing, SSL offload, and traffic optimization supporting AT&T internal services, APIs, and partner integrations. 
· Worked with Blue Coat Proxy SG to manage outbound web traffic, handling explicit and transparent proxy flows, tuning CPL policies and carefully validating SSL interception so that applications continued to function as expected.
· Enforced least-privilege access models using IAM and RBAC constructs to restrict administrative reach across cloud-connected telecom platforms and monitoring systems.
· Configuring ZPA 4.2 and ZIA 7.2 to provide seamless and secure access to internal applications for remote users, ensuring compliance with organizational security standards.
· Implemented IP address management IPAM policies in Blue Cat to eliminate conflicts, optimize subnet allocation, and ensure accurate tracking of IPv4/IPv6 space.
· Integrated Splunk SIEM with firewalls, IDS/IPS, network devices, and endpoint telemetry to correlate security events, detect anomalies, and support compliance monitoring across large-scale telecom infrastructure.
· Monitoring the traffic proactively using SolarWinds, NetFlow, and path-visualization data to detect latency, packet loss, and routing anomalies across backbone, MPLS, and internet-facing links before customer impact.

Role: Network Engineer                                                                                                                    Jul 2019 – Aug 2023
Client: Experian, India 
Responsibilities:
· Deployed Palo Alto Strata at perimeter and internal trust boundaries, migrating large rule-bases to application-based security policies, user-ID enforcement, and zone-based segmentation supporting regulated data flows.
· Delivered end-to-end Cisco campus LAN and WAN deployments across 15+ enterprise locations, configuring Catalyst switches and ISR/ASR routers with VLAN segmentation, HSRP, EtherChannel, and routed access designs.
· Configured Palo Alto Global Protect and site-to-site IPsec tunnels for hundreds of internal and partner users, validating certificate profiles, split-tunneling logic, and failover paths without disrupting production traffic.
· Integrated Palo Alto firewalls with AD for user-aware policy enforcement, enabling granular access control for risk, analytics, and operations teams accessing sensitive financial applications.
· Implemented Aruba campus switching and wireless infrastructure across multi-floor corporate offices, configuring VLAN pools, Trunking, STP guard features, and fast roaming to support dense enterprise user populations.
· Enforced identity-based network access using Aruba ClearPass with 802.1X and role mapping, dynamically assigning VLANs and access policies for employees, contractors, and non-compliant devices.
· Worked on Arista CVP to validate configuration drift, execute controlled config pushes, and perform pre-change compliance checks before application cutovers in shared DC environments.
· Integrated F5 BIG-IP LTM with Cisco and Palo Alto security zones to deliver SSL termination, persistence, and health-monitoring for internal financial applications accessed by thousands of users.
· Maintained single sign-on SSO access for internal applications by integrating F5 APM and enterprise services with AD and LDAP, reducing repeated authentication failures and cutting user access-related tickets. 
· Managed application availability inside server-farm and DMZ zones by configuring F5 BIG-IP LTM and Cisco CSM load balancers, defining virtual servers, pools, and SSL termination to distribute traffic consistently across backend services.
· Integrated enterprise authentication and access controls by configuring Cisco ISE for network access enforcement, onboarding new devices, aligning auth policies, validating authorization results across wired and wireless segments. 
· Managed Infoblox DDI, maintaining accurate IP allocation, zone records, and DHCP scopes across sites while preventing address conflicts and supporting reliable service discovery for enterprise applications.
· Resolved wireless performance issues by correlating client RSSI, SNR, retransmission rates, and roaming events, identifying root causes such as RF overlap, misaligned power settings, or authentication delays.
· Tuned RF parameters in Access Points APs including channel width, transmit power and band steering to mitigate co-channel interference and sticky-client issues observed during peak user load periods.
· Configured controller-based WLAN architectures, validating AP join processes, CAPWAP tunnels, and redundancy behavior during controller failover scenarios. 
· Implemented and tuned OSPF and BGP on Cisco WAN and data-center edges, applying route summarization, prefix-lists, and local-preference controls to stabilize routing during peak batch-processing windows.
· Executed MPLS and DMVPN rollouts on Cisco routers to onboard new analytics and operations sites, validating spoke-to-spoke communication, IPsec encryption domains, and dual-hub resiliency for uninterrupted credit workflows.
· Supported onboarding of corporate, BYOD, and guest wireless users by designing separate SSIDs, VLAN mappings, and access policies while maintaining isolation from sensitive financial networks.
· Correlated SolarWinds telemetry with firewall, routing, and load-balancer behavior to troubleshoot latency, asymmetric routing, and packet loss impacting time-sensitive financial transactions. 
· Troubleshooted using Wireshark for packet-level analysis to isolate retransmissions, MTU mismatches, TCP window issues, and firewall drops, correlating packet behavior with routing and security policies during high-severity incidents.
· Collaborated with vendors and onsite support teams to optimize physical deployments of racking, stacking and ensure smooth migration or greenfield installations.
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